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The Customs Department holds an auction yesterday for 343 confiscated cars. Rolls-Royce, Maybach, Bentley, Porsche,
Mercedes-Benz, Jaguar, Audi and BMW were among the nameplates on the block. A 2006 Ralls-Royce Phantom Black

Edition had the highest minimum starting bid at Bt10.75 million. As of 5pm yesterday, 160 cars worth Bt255 million have
been auctioned. e
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Grey importers plead for
tariff cut to revive business

PIYACHART MAIKAEW ('}

Independent car importers and distribu-
tors, known as grey-market operators, are
calling for a cut in import tariffs to help
shore up sales.

Adul Sawasdee, a director of the Inde-
pendent Car Importer and Distributor
Association, said the industry is hit hard
by customs duties as high as 80%.

Apart from customs duty, all imported
vehicles are subject to a 30-50% excise tax
based on CO2 emissions, a 10% interior tax
and a 7% value-added tax.

Grey-market dealers are legal but unau-
thorised and can undercut authorised
dealers because of lower customs tax and
operating expenses.

The grey market during 2010-12
recorded sales of 10,000-12,000 vehicles
before encountering several restrictions,
including a higher import tax and a refusal
by European carmakers such as Mercedes-
Benz to provide after-sales service.

In 2012, the Customs Department
raised the import tax and tightened cus-
toms surveillance of grey market cars
after complaints by authorised dealers
that their market share was being eroded
by grey-market importers, many of whom
were suspected of illegally understating
the value of their imports to minimise

tax burden.

The new measures raised the reference
prices of imported luxury cars by 10-20%.

If the price declared by an importer is
assessed as too low, customs offictals calcu-
late tax based on the reference price, which
includes cost, insurance and freight (CIF).

In 2013, the Department of Special
Investigation began rigorously inspecting
disassembled luxury cars. The Industry
Ministry also launched tighter controls
to test imported cars before delivery
to customers.

The Customs Department raised CIF

rates by 10-20% for imported vehicles, |

effective from last October.

Mr Adul said the grey market isrequired |

to declare the entire value, while author-
ised importers or carmakers are eligible to
declarelocal content of 40%, thus avoiding
import tariffs.

Somsak Sriratanaprapas, the associa- i

tion's newly appointed chairman, expects
grey-market sales to stay flat at 5,000 units
this year.

“Most importers have been working
hard to stay afloat in such a difficult envi-
ronment, and some of thern were forced
out of business,” he said.

There are roughly 100 importers now,
54 of which are association members. All
are Thai companies,
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THE NEWSPAPER You CAN TRUST

PromptPay
sows doubts

f anyone has questions about joining the e-payment

systemn dubbed PromptPay, they should start with Phan-

suthee Meeluekij. That name may not be familiar, but

he is the man who hit the headlines last week for every

wrong reason. Mr Phansuthee is the small-business
owner from Ayutthaya whose bank account was cleaned out
by cyber thieves. Both the somewhat elaborate theft and the
response by everyone involved are not just unacceptable.
They should cause secend thoughts about the security of the
entire e-payment project currently pushed by government
agencies and banks,

PromptPay is a system instituted by the Ministry of
Finance, backed by several agencies for a variety of reasons.
It is actually an entirely logical extension to the long-estah-
lished move towards using technology to do business. Thais
of every strata are farniliar with ATM cards and most have
become somewhat comfortable with making payments with-
out cash or cheques. PromptPay aims ultimately at a cash-
less society. It should be neted that not everyone supports
PromptPay or even anything beyond simple debit-card or
credit-card transactions. Conservative, which is to say older
people, want to handle actual cash. Opponents claim the
only real reason for PromptPay is to put every payment in the |

No :
country in the records of
the Revenue Department
Knowledgeable so they can be taxed.
: Whatever the pros
peop le have warned and cons of PromptPay
the vendors Of the and electronic banking,

security is a must, [f cyber
thieves steal only a small
amount of money in the
e-payment system, distrust
will quickly prevail. Just like regular banking, e-payment cus-
tomers must have 100% confidence the system will take, hold
and pay out funds only as instructed. And that is exactly what
did not happen in Mr Phansuthee’s case.

Briefly, the auto accessories shop banked the money he
made. He used and trusted the large Kasikornbank (KBank}.
He had access to his bank account through his mobile phone
and the K-Mobile Bangkok app. But online thieves got a pho-
tocopy of his ID card — as most people provide many times in
their lives. They “socially engineered” True Corporation staff
to give them a SIM clone of Mr Phansuthee’s personal mobile.
They asked KBank for a one-time pass code to enter and use
the victim'’s account. Then they quickly drained 986,700 baht,
leaving Mr Phansuthee with 58 satang.

What came next was much like a surreal tale from Kafka.
KBank said it was ntot their fault, but offered to credit Mr
Phansuthee for one-third of his loss {this was raised to 100%
after media attention). A spokesman for the National Broad-
casting and Telecommunications Commission — it regulates
mobile phones — noted it wasn't their fault, but said the True
staff should have requested an original ID card, not a photo- -
copy. True Corp wasn't available to respond. And so on.

This came less than a month after Finance Minister Apisak
Tantverawong assured everyone there was “no chance”
unauthorised people could see PromptPay accounts. That
followed a warning by the Bank of Thailand's director of risk
management that any electronic theft of PromptPay would be
the fault of the user. That director, Budsakorn Teerapunyachai,
said no bank or phone company would be held to account.

Ms Budsakorn could not think of any cause of such theft
except by malware. This shows a lack of study and failure
to consult experts. From the start, knowledgeable people
have warned the Bank of Thailand and PromptPay vendors
of the dangers involved. By failing to properly account for
PromptPay's inherent risks, authorities have ironically risked
losing public trust, If in doubt about that, ask Mr Phansuthee.

dangers involved.
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Manhunt for ATM robbers kicks off

HACK ATTACKS Cops suspétt foreign

21 ATM hooths of the Government nationals behind theft
Savings Bank in several provinces have e =
been hacked resulting in a loss of more :

than 12 million baht: More than 3,300 .  POSTREPORTERS |

ATM booths of the bank have been
temporarily shut down fotlowing the -
attacks. :

A manhunt is under way with police inves-
tigators suspecting the theft of more than
= 12 million baht from the state-run Govern-
'Ph“kEts ment Savings Bank (GSB} is the work of
«Surat Thani 4 Eastern European criminals and may be
"""""""""""""""" linked to the multipie attacks on ATMs of
............................. a major demestic bank in Taiwan in July,
+Prachuap GSB shut down half of its ATMs after dis-
Khirikhan . 2 covering some were infected with malware
that forced them to dispense millions of
.PhetChabunz baht in cash in what is I\:)he country's first
.+ Bangkok 5 recorded case of its kind.

(Sukbumvit and Assuring the thefts, which took place
Vibhavadi during Aug 1-8, have not affected customer
Rangsit area) accounts, GSB president Chartchai Payuha-

naveechai said the gang targeted 21 ATMs
_ in at least six provinces and made off with

12 million baht.

- The six provinces are Phuket, Surat
Thani, Chumphon, Prachuap Khiri Khan,
Phetchaburi and Bangkok.

He said the bank has reviewed security
camera footage and identified potential
suspects as foreign nationals who infected
the ATMs with malware that forced the
machines to dispense banknotes.

POSTyraphics




“Their method involves stealing from the
bank ATMs, not from customers’ accounts,’
he said.

According to Mr Chartchai, the gang

- singled put ATMs manufactured by ATM
giant manufacturer, NCR, for the attacks.
So, the bank shut down about 3,300 “stand-
alone” ATM machines from this maker

| indefinitely, until it has improved security
measures to avoid further damage:

GSB has about 7,000 ATMs nationwide

. from three manufacturers.

However, another 600 NCR ATM

¢ machines in front of its bank branches are

. stiltfunctional, he said, adding that custom-

* ers can use the ATMs of other commercial
banks in the same area without having 1o
pay intra-bank fees during the shutdown.

Mr Chartchai said the bank has asked
the ATM maker to develop a software to
counter the malware attacks and is negoti-
ating with the firm to pay for the damages.

Pol Gen Panya Mamen, a senior police

adviser, said these are the first reported
malware attacks on ATMs in Thailand. Sim-
ilar attacks have been reported in Malaysia
and Taiwan where ATMs were cleaned out.

Based on security footage, he said police
believe there are about 25 people involved
in the series of thefts and they are divided
into two to three teams.

He said the gang chose to empty the
ATMs after midnight and spent some
time stealing, 5o he urged members of the
public who may have witnessed the thefts
to come forward.

According to Pol Gen Panya, the thieves
are believed to have studied the infrastruc-
ture of the targeted ATMs and the bank's
system for some time. Police are closely
meonitaring ATMs that might be vulnerable.

He added the bank's system is unable
to detect such irregularities and the bank
would not suspect anything until an actual
count of cash.

The hard disks of the targeted ATMs

have been sent by police for examination
at McAfee.

He said the Metropolitan Police Bureau,
the Central Investigation Bureau, the
Economic and Cyber Crime Division,
and Police Region 7 and Police Region
8 will meet on Friday to follow up on
the investigation. '

Pol Lt Gen Nathathorn Prouseontorn,
chief of the Immigration Bureau, said the
bureau has sent alerts about two possible
suspects captured by security cameras to
immigration checkpoints.

He said immigration authorities have
also been sent to check out venues where
eastern European nationals live, and they
are coordinating with Russian authorities
for assistance,

A source said the gang had hacked into
the bank's system several times and lured
them into thinking it was a false alarm
before they installed the malware at an ATM

"of GSB in Phangnga during March-April.

According io the source, the tampeting

was detected but it was ignored due to prior
false alarms.

To steal the money, the gang inserted an

electronic card into the ATMs which forced

~ them to release as many as 40 banknotes

per withdrawal, Nermally, the number
of banknotes released in a withdrawal is
capped at 20.

The source said the bank is working with
the manufacturer of the targeted ATMs to
figure out which malware was used. The
theft could be linked to the one in Taiwan in
July when maiware programmes triggered
withdrawals of almost 100 million baht.

According to the source, three suspects
were arrested in connection with the thefis
in Taiwan and they said there were 30 of
them targeting ATMs across the country.

A source at the Royal Thai Police said
yesterday the GSB filed a complaint about
the thefts with the Economic and Cyber
Crime Division on Aug 9.
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Banks bid
to secure
dispensers

WICHIT CHANTANUSORNSIRI
SOMRUEDI BANCHONGDUANG g'

The hacking of Government Sav-
ings Bank (GSB) ATM machines has
sparked concerns among other local
banks using the same model, despite
their attempts to put a brave face on
their machines’ security.

The Siam Commercial Bank's first
executive vice-president Phanporn
Kongyingyong said some of its ATM
machines are supplied by NCR, the
company that manufactured the GSB
ATMs that were infected with mal-
ware and caused a 12 million baht
cash shortfall.

“It is not necessary for us to shut
down our ATMs supplied by NCR
because we have backup software to
protect our systemn from hackers.” said
Ms Phanporn.

Ms Phanporn said the bank has
contacted NCR to see whether it can
improve its software to fend off any
further attacks by thieves.

However, Boonson Jenchaimaha-
koon, senibr executive vice-president
of GSB said that using backup soft-
ware might not be enough to secure
banks, given that the company had
a backup system in place when it
was attacked.

“It might not have anything to do
with the backup software; we need to
investigate further.

Mr Bonsoon referred to the recent
hacking of ATMs in Taiwan, which
ran on I'T company Wincor Nixdorf's
software, as an example that the Thai
incident proves the lack of security is
more than just the fault of one com-
pany’s software

In the GSB cass, it was discovered
that a total of 12.29 million baht in
cash was missing from 21 machines
after the malware attack.
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